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TAI=HIZ % industrial control system; ICS
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WIsFNEIBRE RS supervisory control and data acquisition system; SCADA
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A HIZBIEIEFISE  programmable logic controller; PLC
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Z4¥#  security control
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WM R R AT AR
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Z4&FEF  security program
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ZEEFHIHR  security control family

AR R A G R A P IR — 2 s G L A 2 0 o i 18 A2 s g, B . #)L
R (PL) (& 2P Al 5 B AL (CA) KUK Tl (RAD R85 Ik 55 AR (SA) (B2 745 B (PMD | A B % 42
(PS) Wy L5 3R 58 4 42 (PE) W @3RI (CP)  iE B A BE(CMD (i (MA) R G515 B 58 8% (SD A it
PRAPT(MP) VAR 1 (TR LA H ) CAT) AR RS 250 (TA) L7 [l F2 1i CAC) L TH 5 1] 5T (AUD L R 4L
AR R (SO
3.8

LEFIE L security control baseline

AP FE LR AR T e R ok TR R B A, R T B 2H SR R A A T R L B B AR R AR
B 3 > Y 2 A ] AR T ) Y B IR A L

4 UEREIE

B A T E T A SO

ICS Tk #% 4] & 4t (Industrial Control System)

SCADA W5 ¥ F¥ s R 4 & 4 (Supervisory Control and Data Acquisition)

DCS 434 2 #2 fill & 48 (Distributed Control System)

PCS i F2 ¥ & 4t (Process Control System)

PLC W] % f2 12 #542 ] #% (Programmable Logic Controller)

RTU iz 2 5 850 (Remote Terminal Unit)

IED % fE o 7% %5 (Intelligent Electronic Device)

DRP K XEPK 5 11 % (Disaster Recovery Planning)

ACL Vi) #% il 51 % (Access Control List)

DNS 14 & 4t (Domain Name System)

DHCP #hZs F ML & #p i (Dynamic Host Configuration Protocol)

DNP 4340 2 M 2% B3 1 ( Distributed Network Protocol)

RPC #2572 8 A B i (Remote Procedure Call Protocol)

DCOM 4343 20 4H 4 % 2 455 2 (Microsoft Distributed Component Object Model)
OPC T B2 il 59 % % % 32 5 #x A (Object Linking and Embedding for Process Control)
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PAD PN AECF BT, XFRE F s (Personal Digital Assistant)
DoS #H %44 ik 5 (Denial of Service)
CVE # F i1 %) 2 (Common Vulnerabilities and Exposures)
OVAL g 55 1 1FEAL 175 5 (Open Vulnerability Assessment Language)
EAL PEAGPRIESD (Evaluation Assurance Level)
PKI A8 H A% fiti (Public Key Infrastructure)
AC Vil #E il (Access Control)
AT #E 5 (Awareness and Training)
AU #1157 3¢ (Audit and Accountability)
CA Z4TEL 52 (Security Assessment and Authorization)
CM Jif & 45 P8 (Configuration Management)
CP N 2 i1 &](Contingency Planning)
1A FriH 5 % 5 (Identification and Authentication)
IR 3540 i (Incident Response)
I AR (Media Protection)
PE ¥ 531 8% 4% 4> (Physical and Environmental Protection)
PL # %] (Planning)
PM #2543 (Program Management)
PS A 7t % 4= (Personnel Security)
RA KBS PEfl (Risk Assessment)
SA &G 50k 55 L (System and Services Acquisition)
SC 2% 5#E-Y" (System and Communications Protection)
SI 2% 518 B 523 1 (System and Information Integrity)
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[4] NIST Special Publication 800-53 Security and Privacy Controls for Federal Information Sys-
tems and Organizations

[5] NIST Special Publication 800-82 Guide to Industrial Control Systems(ICS) Security
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